703 Files Download and Decryption SOP

DEFENSE HEALTH AGENCY
TRICARE Retail Refunds Program
DOWNLOADING & DECRYPTING FILES GUIDE

A STFP client is mandatory to download the utilization files.

If the manufacturer already has a SFTP client, you can utilize this client to connect
to Emdeon.

If the manufacturer already has a SecureFTP server as a part of business, Emdeon
can send the files directly to this server. To set-up having the files delivered to this
server, contact Linda Benedict at Emdeon, (330)405-2357, to provide the site name
or IP and a user ID. Once the above information is provided, Emdeon will provide
their public key to place on your server.

NOTE: The system can not support password authentication in a batch
mode, when Emdeon acts as the client, you must be able to
support Emdeon’s public key.

If you do not have a favorite SFTP client, Emdeon suggests that you obtain a free
copy of FileZilla at http://filezilla-project.org.

NOTE: A STFP client is mandatory to download the utilization files.

TO OBTAIN A SFTP CLIENT FROM FILEZILLA
Step 1: Designate a folder on your desktop to house your utilization files.
Step 2: Open the Filezilla Program.
Step 3a: In the “Host” field enter, “sftp.emdeon.com”.

Step 3b: In the “Username” and “Password” fields enter the information
provided by Emdeon.

Step 3c: In the “Port” field enter “22.”

File Edit View Transfer Server Bookmarks Help New version available!

4~ FEER) 2 vR&e B8P0
Host: Username: Password: Port: Quickconnect |EJ
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Step 4: You are now logged in.
Once logged in, your screen should look similar to the following example:

T —

File Edit View Transfer Server Bookmarks Help Mew version available!

Host: Username:

(Quaomec ]

\
\ Log Off

| Local site: | Y Remote site: |
(=l Desktop
- | My Documents

e-#% EANEEAR This box should only contain /.”

Filanama} Filesize Filetype Last modified Filename Filesize  Filetype Last modified Permissions

g Local Disk
\_;Q;D: CD Drive -
CoP: (\samhaT324... Network Drive All encrypted files are located here.
585 (Visamhal324.. MNetwork Drive
S T: (\\samhap33\.. Metwork Drive

4

5 directories Mot connected.

Server/Local file Direction Remote file Size Priority  Status

Queued files | Faied transfers Successful transfers

Queue: empty

TO DOWNLOAD ENCRYPTED FILES

Step 1: In the “Local Site” box, select "Desktop” to download the files.

Step 2: In the “Filename” box, highlight/select and double-click on the files to

download.
Step 3: You have completed the download of your files, exit out of Filezilla.
TO DECRYPT THE FILES
Step 1: Locate the downloaded files on your desktop.

Page 2



Step 2:

Step 3:

Step 4:

Step 5:
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Grab the most current file and the PGPreader.exe file.

& C:\Documents and Settings\reynana\Desktop\Blank Folder

File Edit View Favorites Tools Help ol

? / Search || Folders v

p'\Blank Folder v ﬂ Go

S 4 >

address |29 C:\Documents and Settings,
5 C:\Documents and Settings\
[HlLabeler -07

T File and Folder Tasks - PGPreader

9 Make a new folder
#8 Publish this folder to the

Once the files are on your desktop, open the PGPreader.exe file.

Select “"Desktop” folder from the “Look in” drop-down box and click on
the file you would like to decrypt.

PGP Archive Reader - Select encrypted archive file

| e ®m ek E-
Y [EH|Labeler -0703.zip

My Recent
Documents

?ﬁ%
Desktop
My Documents

=
|

5
by Computer -
1000-wFL2-A0...
\'4 File name: fabeler- 37003 2y = Open
My Metwork,  Files of tupe |PGF’archiva Files [* pga) j Cancel
Places —

™ Dpen as jead-only

Enter the PGP password provided by Emdeon and click "OK.".

=

PGP Self Decrypting Archive - Enter Passphrase

Flace output ingide thiz directon:

|C:\Documents and Settings'

“Dezktop'Blank Folder Browse ..

W Hide Tuping
| this box.

Enter passphrase

To view the password as
it is entered, uncheck

LCancel
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Step 6 will be different based on your compressed file software. Right click the .zip
file and if there is an item labeled “"Extract All” use that option. And skip to Step
7a. Otherwise proceed to step 6a

Step 6a: A Zip file is now located in the folder.

& C:\Documents and Settingsireynana\Desktop\F TP Downloads\VARRASG&eler

File Edit View Faworites Tools  Help

eBack - \_/J lﬁ /;__\1 Search 0= Folders v

Address |1 C:\Documents and Settings®, "DesktopFTP Downloads'\¥YARR",
5] Labeler -07Q3.zip

File and Folder Tasks

k: T
) CI) Labeler -0703
9 Make a new Folder

g8 Fublish this Folder ko the

Step 6b: Open the Zip file and place the three (3) files onto your desktop by
clicking the “Extract” icon.

&) WinZip Labeler -07Q3.zip
File Actions Options Help

C a8 @D e

New Open Favorites Add Extract Encrypt Yiew CheckOut Wizard
Name Modified Size | Ratio Packed P..
&) Labeler -0703.detail.cn : 10/15/2007 1:3... 3,216  90% 316
=] Labeler -07Q3.detail.cp 10/15/2007 1:3.. 1,347,1.. 91% 120,3...

Step 7a: Three (3) new files will now appear on your desktop.

r

& C:\Documents and Settings) Desktop\F TP Downloads\WARRY Labeler

File Edit VYiew Favorites Tools Help

@Back v \? /rj." Search | Folders v

Address |2 C:\Documents and Settings' Desktop\FTP Downloads'\YARR"
@ Labeler -07Q3.zip
File and Folder Tasks A | & PGPreader

) Make a new Folder [ Labeler -07Q3.detail.cn
&3 Publish this folder to the Labeler -07Q3.detail.cp
Web

b Share this folder

Step 7b: Right click on each file and rename as follows:

| Labeler -07Q3.detail.cn | > | Labeler-07Q3cn.txt |
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[ Labeler -07Q3.detail.cp | > | Labeler -07Q3cp.txt |

Step 7c: Your folder should now resemble the following example:

& C:\Documents and Settings) \Desktop\F TP Downloads\WARR\ L abeler

File Edit View Favorites Tools Help

@Back - \) L’} /C) Search ||~ Folders v

Address | C:\Documents and Settings® \DesktopFTP Downloads'¥ARR\Labeler
[=f] Labeler-07Q3.zip

©y PGPreader

“DLabeler-0703

File and Folder Tasks =

(=2 Make a new folder
&3 Publish this folder to the
Web

[Z){abeler -07Q3cp!

=2 Share this folder

If you have Microsoft Office 2007 advance to page 10 of
this document

Step 8: Open the "VARR Database” and select "New.”

[ Microsoft Access =ES|

© File Edit Wiew Insett Tools  Window  Help Type a question for help »

NEEHR SAT Y @R Y- %A |F=fH- 0N

%= YARR Database : Database {Access 2000 file format
L Fopen &< pesig

Chiects Create table in Design view
=] Tables Create table by using wizard

Step 9: Select “Import Table” and click "OK.”

F Microsoft Access =8| x|

© Fle Edt Wiew Insert Tools ‘Window Help Type a question For help =

DEFEHRB SAV BRI 9- 5 A he |F|=fa- @l

Objects Create table in Design view
7 Tables Create table by using wizard
Create table by entering data

New Table
Queries

=Sl Forms
Table Wizard
Reports Import Table

Link: Table

Pages Create a new table in Datasheet
wigmw,

Macros

Modules

Groups

[ Favorites

Step 10: On the left-side of the screen, click the “Desktop” icon.
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MEIET

2 Microsoft Access
Type a question for help— »

© File Edit  View Insert  Tools  Window  Help

D EHBR SRV XBRR|Y-L-|A-IToe|fF =Ea-e 8

{lls VARR Database : Database (Access 2000 file formak)
(Foren W2peson [T X [ 2= =[EH]
Ohjects Creste table in Design wisw
Tables Create
Quernes Lookin:  [@ beskan =l @ 4@ % (g - Teos~

Forms

r My Documents
Reports ! “f My Computer - L10DO-PEC-01
My Recerit My Netwark Places

R Documents | -05Q1-005cn kxt

Macros

Modules

=
=
Y=
2

2

Groups
[l Favorites

My Campuker

Q File name: ~ Imy
o (islelel s
My Metwork.
(N e e

Step 11: From the “Files of type” drop-down box, select “Text Files.”

Step 12: Highlight the text files and click “Import.”

=8|

Type a question for help «

E] Microsoft Access
' File Edit Yiew Insert Tools Window Help

NEEHR SRV BRI -L-A-he|F£F4-10

[ YARR Database : Database {Access 2000 file format)
|5 0pen &2 Design | K| 2a e

Objects Create table in Design view |

Tables Create _ ——

Queri by Create )
HErEs Look i I@ Desktop l@-ala X ~ Todls ~

[FERiS DMV Docurnents

Reparts a My Cornputer - L1000-PEC-01

Iy Recent ‘aMy Metwark Places
Pages Documents . i abeler

Macros

B0

Modules

Eroups

%] Favorites

File name: I

d Impork
My Metwork ; J |—
Plares Files of type: IText Files (*.bxk;*, cov;® tab;*, asc) j Cancel
A

Step 13: Click the “Advanced” button.
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P& Microsoft Access =& 5[

 File Edit Wiew Insert Tools  Window  Help Type a question for help— +

DEHRBRISRVI BRI -15-18-1he | Ffa- 1@
i YARR Databas tabase (Access 2000 file form

Eﬁ S M Desian Import Text Wizard

Obiects @ ez kD Ty Your data seems ko be in a 'Fixed Width' Farmat, IF it isn't, choose the format that mare
Tables @ Create table by us  correctly describes your data.

@ Create table by en

Queries

i " Delimited - Characters such as comma or tab separate each Figld

& Fixed Width - Fields are aligned in columns with spaces between each field
Reports H

Pages
Macros
sample data From File: C:\DOCUMENTS AND SETTINGS|NICOLAS REYNMDESKTOPY Labeler
Modules HDOOD3. 0220080415008 106DET UDS106DE7DOD-DEF AULT ii
UDO0000000001CH
GiEne [UD0000000000ZCH
Favarites [UD00000000003CH
[UD00000000004CH
UDO0000000005CH o

=]
=
d
e
]
e

i

Cancel = Back Mext = | Finish

Step 14: Click the “Specs...” button.

B Labeler '-08Q1-009cn Import Specification

=]
File Format: ™ Celimited Field Delimiter: I, 'I oK |

Text Qualifier: I{nnne} = I
Cancel |
=1

Language: IEngIlsh
Code Page: [EM United States =1 Saye As...
i Dates, Times, and Numbers |
Specs...
Date Order: MO - ¥ Four Digit ¥ears
Date Delimiter: |Ir ™ Leading Zeros in Dates
Tirne Delimiter: I: Decimal Symbol: |

Field Information:

Field Mame Data Type Start | ‘width Indexed Skip =
| » |Field1 Text 1 56 Mo O
| |Fieldz Text 57 |15 Mo O
| |Field3 Text 7z |34 Mo L
| |Field4 Text 106 |30 Mo [
| [Fields Text 136 |35 [ O
| |Fields Text 171 |13 Mo O
| |Field7 Text 134 |22 Mo =

T T o

Step 15: Select the file which corresponds with the file you are working with
and click “Open.”

B [PE0801-009cn Import Specification x|

File Format: i~ Delimited Eield Delimiter: I, 'I oK |
% Fixed Width Text Gualifier: I{nnne} 'I
Cancel |

Language: EE Import,/Export Specifications x|

8 Save As... |
il P Import/Export Specifications: Cpen | £
i Dates, Time

i Specs... |
Date Crder Delete |
Date Delimit Cancel |
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Step 16: Click “"OK."”

|

File Format: i Delimited Eield|Delimiter: L - I oK |
% Fixed Width Tiext Gualifier: [{none}t = I
Cancel |
Language: [English =1
Code Page: |OEM United States =1 Save As... |

—Dates, Times, and Mumbers

Date Order: MO 'I ¥ Four Digit Years

Date Delimiter: — |f [ Leading Zeros in Dates
Time Delimiter: | Decimal Symbol: I

Field Information:

iopecs,

Field Mame Data Type Skart | width Indexed Skip = [

> ] - 1 2 [ O
Line Mumber Text 3 11 Mo ;
Data Level Text 14 z Mo L]

| [Plan Id Qualifier | Text 16 1 Mo L

| |Plan Id Code Text 17 17 Mo L

| [Plan Mame Text 34 |30 Mo L]

| |Pharmacy ID Qual Text 64 1 Mo

4 [
H A\ = ”
Step 17: Click “Finish.
EE Import Text Wizard 1'

‘Your data seems ko be in a 'Fixed Width' Format. IF it isn't, choose the Farmat that mare
correctly describes your data.

" Delimited - Charactets such as comma of tab separate each Fisld

Il Fixed Width - Fields are aligned in columns with spaces betwesn each field

Sample daka From File: C:\DOCUMENTS AND SETTINGS|MICOLAS. REVMAIDESKTOR Labeler
HDOOO3 .0220080415U08106DE7 TUOE106DE7DOD-DEFAULT | &
[CLO0000000001CH
[CLO000000000E CH
[CL00000000003 CH
[CL00000000004CH
[CL00000000005CH

[ Jin Tob oo Teo Tee

-

e
Advanced. .. Cancel = Bacl Mext = | Finish |

Step 18: A message similar to the following message will appear advising the
file has successfully been imported; click "OK.”

§Inport Text Wizard x|

1 i Finished importing file 'C:\Documents and Settings) \Deskbop) Labeler 080G 1-009cn. bk’ to kable
Labeler 08C1-009cn'

Step 19: Right click on the file name; click “Export.”
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] Microsoft Access
© Fle Edt Wew Insert Tools ‘Window Help Type aquestion far help ~

DEEHBRIGRAVI$RB(9-%-(BA-he|F=f4- @

& VARR Database : Database (Access 2000 file format) o [= |
G aven Bossion e | X | 2

Objects Create table in Design view

Tables Create table by using wizard
Create table by entering data

|
Farms [iF Cpen

Reports Design Yiew

=
=
b
2

@

Queries

Pages Prinlk

Macros Print Prewview

Modules cut

3 Copy
Groups

[l Favorites

Save As...

Export...

Send To

Add ta Group
Create Sharteut...
Delete

Rename

Broperties

NOTE: Due to the size of the CP Files (individual claims) and the
limited lines available in Excess, it is best to view these files in
Access.

Step 20: Select “Microsoft Excel 97-2003" from the “Save as type” drop-down
box.

] Microsoft Access MRS

© File Edt View Insert Tools  Window  Help Type aquestion for help -

NEERV SRV $EBER|I-IE-FE- ke | 8-

i YARR Database : Database (Access 2000 file format)
|Horen B pesion hew | KX 2o G-

Ohbjecks H|  create table in Diesign view

[ 2 e | et g
eSS  — Save n: I@' Deskko e -
A0000 n: P Ml @-@2@ X Ci & - Toos
- BMY Documents
Reports ! i My Computer - L1000-PEC-01

My Recent ‘QMY Network Flaces
Pages Documents

3| Forms

Macros

Modules

Groups
3] Favorites

File name: | apeler- 08Q1-009cn =l [ save formatted Export
Ty Metwaork .

= Autostart

Places Save as bypel Y ] Cancel
A

Step 21: Click the “Export” button.

Step 22: The file is now available in Excel.
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EEIEY
IE_] File Edit Yiew Insert Format Tools Data  Approvelt  WWindow  Help Type aquestionforhelp = — @ X
= i By - - x -4 e ﬁMSSansSeriF 10 - | B I U|E=E=E% % e Bre A

XY Irdr].
Ads > X &

A B [ C [ o ] E [ F [ G| H [ I [ J [ j
1D Record Type Line Number Data Level Flan Id Qualifier |Flan Id Code |Flan Name |Pharmacy ID Qualifier \Pharmacy ID Code Pharmacy Zip Code  Prc
| 2 | 2D "o0nnooooot N N
=N 3UD 0000000002 | CN M
| 4 | 41D "o000oooona | cH N
| 5| 5D 0000000004 N M
| B | 5 UD "00000oooos N
7|
8
En
10
11
12
13
14
15
A
17
e
19

20
bk
NOTE: Repeat steps 8 through 22 to decrypt the remaining text files.

Office 2007 Update

Updated Microsoft Access options for Office 2007 and the database named
“"MARR-VARR Database 51"

In support of NCPDP 5.1 the "MARR-VARR Database 51” database has been created
as a tool to interpret the data files.

Step 1: Open the "MARR-VARR Database 51” and select “Text File” from the
“External Data” tab.

Create External Data
= =z Tﬁj E3 o TextFile
’—J;j (';V L“'J/ ’ '"‘j #® XML File
Saved | Access Excel SharePoint Savel]
Imports List ',j More ~ Exports
Import Export Co
hables v«
Step 2: At the “Get External Data - Text File Screen” select “"Browse”.
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Get External Data - Text File

Select the source and destination of the data

Specify the source of the data.

e name: |C; usersy {pocuments| [ Bowee

Spedify how and where you want to store the data in the current database.

© Import the source data into a new table in the current database.

If the spedified table does not exist, Access will create it. If the specified table already exists, Access might overwrite its contents.
with the imported data, Changes made to the source data will not be reflected in the database.

*) Link to the data source by creating a linked table.
Access wil create a table that will maintain a link to the source data. You cannot change or delete data that is linked to a text file.
However, you can add new records.

Step 3: Locate where you have stored your CP & CN text files. When you have
done so choose a file (one at a time) and select “"Open”.

[£/ File Open
Q‘@ | 5| » Libraries » Documents » = }1

Organize v New folder

Z Microsoft Office A Documents library

: Arrange by: Folder ¥
Includes: 2 locations

| -

- Favorites Name Date modified Type

Ml Desktop

2/4/2012 11:54 AM e folde
& Downloads Fragments 12/4/201211:54 AM  File folder

My Business Objects Documents 10/22 2:09 PM  File folder
PGP 10 121:16 PM  File folder
SOPs 11/26/201211:00 ...  File folder

= Recent Places

B Desktop
4 Libraries
|'5| Documents
| My Documer
Public Docur
&' Music

&= Pictures LRI

File name: v [Text Files

Tools ~ [ Open l [

Step 4: Upon completion of Step 5, you will be returned back to the “Get
External Data - Text File” window. Please check that you have selected
the file you want to use by verifying that information in the “File
name” box and click "OK".

Page 11



703 Files Download and Decryption SOP

Get External Data - Text Fil

Select the source and destination of the data

Specify the source of the data.

Eile name: |c:\Users) \Desktop | gheler -12Q2-F01-006-C12Q2cn. txt

Specify how and where you want to store the data in the current database.

© Import the source data into a new table in the current database.
If the specified table does not exist, Access will create it. If the spedified table already exists, Access might overwrite its contents
with the imported data, Changes made to the source data will not be reflected in the database.
Link to the data source by creating a linked table.

Access will create a table that will maintain a link to the source data. You cannot change or delete data that is linked to a text file.
However, you can add new records.

Co ) Com )

Step 5: Click the “"Advanced” button at the “Import Text Wizard” window.

== Import Text Wizard.

Your data seems to be in a ‘Delimited' format. Ifitisn't, choose the format that more correctly
describes your data.

(@) Delimited - Characters such as comma or tab separate each field

) Fixed fidth ~ Fields are aigned in columns with spaces bebween each field

le data from file: C:\ISERS\NICOLAS REYNAIDESKTOP! | abeler 12Q2-F01-006-C12Q2CN.TXT.

Line Numbers and NDCs Drug Names/Description Listed
Listed Here Here

Step 6: Click the “Specs” button from the “Import Specification” window.
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==| Labeler-12Q2-F01-006-C12Q2¢cn ImErt SEiﬁcatiun ‘ E
File Format: Field Delimiter: {tab} E|
() Fixed Width ~ Text Qualifier: {none} | |
Cancel
Language: English El
Code Page: OEM United States [+]

Specs...
Dates, Times, and Numbers
Date Order: MDY El Four Digit Years

Date Delimiter: |/

[7] Leading Zeros in Dates

Dedmal Symbaol;

Time Delimiter:

Field Information:

Field Mame Data Type Indexed Skip |
Field 1 Text No ]
Field2 Long Integer Mo &l
Field3 Text Mo ]
Field4 Text No W
Field5 Long Integer Mo &l
Fielda Text Mo ]
Field7 Double No ]
Fielda Text Mo ]
Fieldg Long Integer  [No [ -

Step 7: Choose the Spec which corresponds to your data file from the
“Import/Export Specifications” window.

~=| Import/Export Specifications

Step 8: When you have chosen your Spec you will notice a change to the
window in Step 6, Click OK at the updated window.
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==| VARR CP/CN

File Format: () Delimited ;
@ Fixed Width {none}

Language: English E|
Code Page: OEM United States [=]

Dates nd Numbers
Date MDY [ Four Digit Years
| [ Leading Zeros in Dates

Decimal Symbol:

Field Information:

Field Name Data Type Start | Width
r Text 2

Line Mumber Text 11

Data Lewvel Text 2

Plan Id Qualifier | Text 1

Plan Id Code Text 17

Plan Name Text 30

Pharmacy ID Qua| Text 2

Pharmacy ID CDE' Text 15

1l

Step 9: Back at the “Import Text Wizard” window select “Finish”
== Import Text Wizard

Your data seems to be in a ‘Delimited’ format. Ifitisn't, choose the format that more correctly
descaibes your data.

() Delimited - Characters such as comma or tab separate each field
(@) iFixed Width - Fields are aligned in columns with spaces between each field

ple data from file: C:JUSERS\NICOLAS.REYNA\DESKTOP ) Labeler 12Q2-F01-006-C12Q2CN.TXT.

Line Numbers and NDCs Drug Names/Description Listed Here
Listed Here

Step 10: Upon clicking “Finish” you will get a message similar to this from the
“Get External Data - Text File” window.
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|Get External Data - Text File

Save Import Steps ‘ | /. . N

Finished importing file 'C:\Users' \DesktopLabeler2-12Q2-F01-006-C12Q2cn. txt' to table Labeler 12Q2-F01-006-C12Q2an".

Do you want to save these import steps? This will allow you to quickly repeat the operation without using the wizard.

Step 11: You will notice in the files box on the left side your text file you
imported is now loaded.

Home Create | External Data | Database Tools Acrobat

[ 7 53 B3 TextFile ; ==

3 | P o [ Y
» XML File s
Saved Access Excel SharePoint Saved Excel SharePoint PDF

Imports List %3l More ~ Exports List or XPS Ci» More
Import Export

Tables
5 Labeler -12Q2-F01-006-C12Q2¢n

Step 12: Rick click the Table you imported and select Export, from the window
that pops up. Doing so gives you the ability to send the table to a
format you are more comfortable using.

Page 15



703 Files Download and Decryption SOP

EE Open
lﬁ Design View
Import
Expart
Collect and Update Data via E-mail
Rename
Hide in this Group
Delete
Cut

Copy

Table Properties

NOTE: Repeat steps 1 through 12 to decrypt the remaining text files.

Data Manipulation

After the data has been placed into the desired file format that best meets your need, some
additional manual manipulation must be completed.

e The field “FF Total metric Dec. Qty” & “Grand Total Metric Decimal Quantity” need a
decimal placed in the number. The decimal should be placed in front of the third digit
going from right to left. Example: 123456 should be 123.456.

e The field "Rebate Per unit Amount” needs a decimal placed in the number. The
decimal should be placed in front of the fifth digit going from right to left. Example:
123456 should be 1.23456.

e The fields "Rebated Rebate Amount” & “"Grand Total Requested Rebate Amount” need
a decimal placed in the number. The decimal should be placed in front of the second
digit going from right to left. Example: 123456 should be 1234.56.

The rows with the “"Record Type” of "HD” & “"TR"” are internal labels for reporting. These rows
can be removed before manipulation.
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